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TODAY NEXT 12~18 MONTHS
712%

of organizations
that arein

the cloud use
two or more
cloud providers

Up to 25%

26% ~ 50% One Two
s [ > 47

51% ~ 75%

o
39% | o IR | 55%
are running

more than will be running
50% of workloads +75% more than

In the cloud 50% of workloads
19% - 31 % In the cloud

Share of workloads in the cloud

2023 Cloud Security Report(ISC)? ,Cybersecurity INSIDERS
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37% 30% 29% 27%

Lack of staff resource Legal & regulatory Data security, Integration with
of expertise compliance Loss & leakage risks Existing IT environment

Cost/lack of ROI 21% | Internal resistance and inertia 20% | Loss of control 19% | Complexity managing cloud deployment 18% | Lack of transparency and visibility 15% | Billing & tracking issu
es 14% | Lack of maturity of cloud service models 13% | Lack of management buy-in 13% | Dissatisfaction with cloud service offerings/performance/pricing 12% | Lack of customizability
10% | Lack of support by cloud provider 8% | Performance of apps in the cloud 8% | Availability 8% | Other 5%

2023 Cloud Security Report(ISC)? ,Cybersecurity INSIDERS
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NHN Cloud Security White Paper
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2023 Cloud Security Report(Fortinet) ,Cybersecurity INSIDERS
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sensitive data

Misconfiguration
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51%

Insecure
interfaces/APIs
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49%

Unauthorized
access

Hijacking of accounts, services, or traffic 45% | External sharing of data 39% | Malicious insiders 38% | Malware/ransomware 37% | Foreign state-sponsored cyberattacks 37% | Denial of serv

ice attacks 31% | Cloud cryptojacking 21% | Theft of service 20% | Lost mobile devices 13% | Don't know/other 7%

2023 Cloud Security Report(Fortinet) ,Cybersecurity INSIDERS
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